Raising Employee Awareness,
Mitigating Risks While Travelling

By AL MARCELLA, Ph.D., CISA, CISM o

%, orporate risk managers take
- | note. According to research
conducted by  Carlson
Wagonlit Travel, a global
business travel management
organization, 47 percent
- nearly half — ol business
travelers from the U.S. said
© they would choose points

over personal safety.
“The challenge for travel managers is
to ensure people don’t go off-program in
search of points,” said David Falter, presi-

dent of RoomlIt by CWT. “The salety of

travelers should be the top priority in any
travel program.”
Risk  management and

maintaining
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employee workplace safety is not limited
Lo the company’s premises. Management
must consider the risks, which their
employees may be exposed to, when trav-
eling away from the office.

Proactively and  effectively
ing risks and educating employees on the
means to mitigate these risks is cssen-
tial 1o good corporate policy and overall
employee well-being and safety.

Educating employees on basic travel
salety and security procedures can transfer
to changing employee’s habits even when
traveling on non-company time.

The number of people traveling for
business, leisure, or educational purposes
1s increasing.
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Direct spending an business travel by
domestic and international travelers,
including expenditures on meetings,
evenls, and incentive programs, totaled
$327.3 billion in 2018,

1 Solo travel is on the rise as nearly half of
Americans surveyed (44 percent) said they
are likely to do a lot more solo travel in the
future,

Safety is the top concern for Americans
traveling alone with 52 percent believing
solo travel is a lot less safe.

More than a third (35 percent) of business
travelers from the United States expressed
concerns about safety at hotels, in contrast
to 25 percent of Canadian travelers and 23
percent of travelers in Mexico,

More than half {53 percent) of business
travelers from the U.S. say the physical
location of their hotel alone has made them
feel unsafe while traveling for business.

“ When asked what makes them feel unsafe,
nearly half of U.S. travelers surveyed said
they worry about an intruder breaking into
their hotel room (44 percent) and hotel
staff inadvertently giving their room key or
infarmation o a stranger (37 percent).

These travelers will spend a majority of
their pre-trip planning process identifying
and booking airline flight schedules, hotel
accommodations, and scheduling on-site

g
7/l

“DRJ



activities, Once arriving at their destina-
tion, it is off to the business meeting. con-
ference, beach, mountain trail, or specialty
cooking class.

Very few travelers (business travelers
or those on holiday) will spend time con-
sidering and planning for their satety when
traveling to or arriving at their final dest-
nation. While most every hotel property

will place guest safety at the top of their

list, guest safety begins with the guest.

According to the International SOS
(MORI Global Business Resilience Trends
Watch 2018), 53 percent of survey respon-
dents indicated the biggest challenges
in ensuring the health and security of a
mobile workforce is educating employees
aboul travel risks.

The Occupational Safety & Health
Administration (OSHA) establishes base-
lines for workplace safety and health.
Specifically stating, in part;

(a) Each employer shall:

1. furnish to each of his employees’
employment and a place of employment
which are free from recognized hazards
causing or are likely to cause death or
serious physical harm fo his employees;

2. comply with occupational safety and health
standards promulgated under this chapter.

OSHA cannot cite employers for haz-
ards o which employees are exposed
abroad. although other courts and tribunals
may consider what dutics OSHA would
have imposed on those workers in the U S,
or recommended as part of OSHA's guide-
lines and recommendations.

With regard to international busincss
travelers and assignees traveling in fur-
therance of the employer’™s business, a
United States employer would be remiss
if it did not understand the potential for a
negligence action to be filed and the costly
ramifications of such a suit. Unfortunately,
there is no clear line of case law on which
an employer can rely when evaluating the
risks of sending its employees abroad.

Therefore, employers must recognize
what has come to be known as their “duty
of care”™ obligations — i other words,
employers have an obligation to their
employees. to act in a prudent and cautious
manner to avoid the risk of reasonably,

oy
¥

DRy

foreseeable injury to their employees. This
obligation may apply both to acts of com-
mission and omission.

In addition, employers are due to build
a broad culture within their organization
addressing the health, safety. security and
well-being of their employees and other
related collaborators to the business. To
do so, they are expected to develop and
deploy appropriate travel risk manage-
ment approaches to protect people from
possible harm.

In a sense. employers have a moral, as
well as a legal, responsibility and obliga-
tion for the health, safety, and security of
their employees. Breaching duty of care
may give rise to an action alleging negli-
genee and may result in damages or in the
criminal prosecution of the employer,

Whether you are an employer or
employee, traveling for business. or you
are taking that well-deserved holiday
vacation. reviewing the following rec-
ommendations prior to leaving home
will contribute to reducing your risk and
increasing your personal safety.

Pre-trip
Don't:

1. Post your itinerary, travel plans, destination,
arrival hotel, er any other personally
identifiable information related to you or
your travel plans to any social media outlet
(save it for when you return, then you can
share some photos).

2. Take any items (photos, jewelry, credit
cards, mementos, etc.,) you won't want to
lose. Things happen and if you lost any of
these items, would you be okay with that?

+  Empty your purse or wallet onto your
bed. See anything in this pile that you
could simply not afford (personally,
psychologically, or financially) 1o lose? Yes!
Then leave it home!

1. Provide a family member, trusted friend, or
if traveling on business, your company’s HR
department, with a copy of your planned
itinerary, This may include information
regarding local contact numbers, hotels,
tourist sights you plan fo visit, local tours
which have been booked, etc. Think! Wil
anyone know where | am, where 1o look for
me, how to reach me in an emergency, or
reach me at in general?

. If you have children (any age capable of

and familiar with the use of social media)
explain the risk of posting your travel plans
to social media and then re-explain it again.

. Pack clearly written copies of prescriptions

for any medications you take regularly or
need in case of a “flare up.”

. Bring with you in your carry-on luggage any

medications you take regularly and include
an extra two days’ supply. The extra supply
may be needed in case you cannot obiain
immediate refills locally or if your luggage is
delayed, misrouled, or lost, It may be wise
to give the extra supply to a travel partner
so as not to have all medications in one
bag if that bag is lost or stolen.

. Take duplicate copies of eyeglass or

contact prescriplions or take an extra pair.
Even an old pair will be helpful if your
primary pair is broken or losl.

. Make copies of all of your travel

documents, itineraries, and IDs. Keep
several hard-copies with you (one in your
carry-on luggage, one tucked into your
checked luggage).

. Scan your most important travel

documents: your passpori, federal (U.S.)
travel card, visas for countries you will be
visiting if you are a foreign resident, any
official dacuments you need for travel and
re-entry into the U.S., elc.
* I your passport is lost or stclen, you
can go fo the nearest U.S. embassy
or consulate and seek an emergency
replacement. Having electronic access to
a color copy of your passport may help
expaliate the issuance process as well as
validate your identity.

. Pack a roll of duct tape, flashlight (with fully

charged batteries), and a "storm” whistle.
The flashlight will be invaluzble if the power
fails in your hotel and you need to move
around your raom ar evacuate. The duct
tape well, it has a thousand uses beyond
sealing doors {o mitigate exterior hallway
smoke from entering your room. The storm
whistle is the world's loudest outdoor,
emergency, safety, survival whistle. Helpful
for sounding an alarm, summoning taxis,
deterring muggers, and assisting others to
find you if you are lost, hurt, or trapped in
unfamiliar surroundings.

. Contact your bank or credit card issuer and

advise them of your planned travel itinerary,
travel dates, and if you anticipate making
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any unusual expenditures (think jewelry,
electronics, special excursions not paid for
in advance, etc.).

10. Apply for and take a separate credit card
you will only use for travel, Most business
travelers have this nailed down since they
either have a company card or already
have separate fravel vs persanal cards.
Leisure and infrequent travels most often
use the same card for daily purchases as
well as when they travel.

(2) Having a separate credil card lo be used
only when you travel will help lo keep your
travel expenditures separate from your
personal day-io-day purchases. This will
allow easier verification and idenfification
of potentially fraudulent or mis-applied
charges when you receive your statement,

11.If you are traveling internationally, check
with your bank or credit card issuer. You
may be able to obtain a separate credit
card that will not charge you a currency
exchange fee when making purchases
charged in the local currency.

12.International fravelers should research and
consider local customs and dress etiquette
before packing appropriate clothing with
this in mind.

13.Plan ahead for international travel
and arrive with local currency (small
denominations}. The amount will depend on
your destination.

(b) Typically, you should arrive with
enough local currency to pay for public
transporiation from your arrival airport to
your hotel, business meeting, cenference
venue, or for lransfer 10 an inter-country,
regicnal airport if you have onward flight
plans (don't forget the driver's tip).

(¢} You should also have an addibonal amount
of local currency on hand for a meal upen
arrival. Room service may not be available
for a variety of unanticipated reasons,
upon your arrival, and you may need o eal
leczlly or order delivery.

14.Become familiar with the local currency
before you arrive. Know the coins and
paper money and how to distinguish
various dominations. Fumbling with
change or loaking inguisitively at paper
notes signals your “tounist status” and
may alert thieves to offer their assistance
while helping themselves to your cash or
belongings.

15. Check your phone provider's international
roaming policy. It may be more castly than
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you think. If you are planning travel to
several countries and will not be spending
a2 long time in each, you might want to
consider a multi-country SIM Card.

16.Be sure the area where you're traveling
(foreign country or even a domestic
location) has the right type of medical
care available, in reasonable proximity to
your location, to take care of any possible
more significant health issues, which may
present themselves.

17. Advise trusted neighbors of your travel
plans. They may provide a watchful eye
over your residence in your absence.
Advise these same neighbors of any
renavations, remadeling, landscaping, etc.
projects you have scheduled during your
absence. If nong, then any activity should
be considered suspicious and warrant a
call to local authoriies.

18.Leave spare keys with a trusted neighbor
(home and auto) in case either had fo be
accessed in an emergency. Would opening
a door be a beller option than breaking in
one?

19. Contact your local patrol district's or
police citizen's representative. Ask if
additional drive-bys of your house could be
incorporated into the local patrol officer’s
schedule while you are away.

While not often considered by many
travelers, medical and emergency evacu-
ation insurance may be a prudent invest-
ment. Policies and providers difter. Prior
to purchasing such insurance, travelers
should perform due diligence and conduct
research on exactly what the provider’s
policy does and does not cover for the pre-
mium paid.

What is vour Plan B? Don’t have one?
Think again about that upcoming trip and
make one prior to stepping out the door.

Plan B consists of the actions you will
take, routes you will travel, transportation
modes you will use, places you will stay, if
you have to evacuate a location (domestic
or international), in an emergency — think
typhoon, active shooter, chemical leak,
terrorist attack, labor strike, etc.

Nothing speaks more loudly to man-
aging risk in an uncertain world than
being prepared to leave a location imme-
diately, when normal means of doing so,

are unavailable. How would you leave?
Where would you go?

Does your organization have an
employee extraction plan? If ves, has this
plan been tested? Under what conditions is
the plan put into motion? Who authorizes
this action? How are employees notified as
to a confirmed extraction point? [ not, are
you on your own? What is your Plan B?

Arriving at Your Hotel

1. Ina multi-storied property, ask for a rcom
on the third floor or higher. Lower fioors
may make you susceplible to somecne
attempting to gain easier entry.

(a) Mare than a quarter of United States
lravelers surveyed (29 percent) believe
their room flocr can impact their safety
and security and opted for a higher flocr
when possible. Nearly a third of travelers
(32 percent) said they aveid staying on the
ground floor.

2. Ifat any fime (during check-in or throughout
your stay), hotel personnel mention your
room number with oihers around, request
a room change. Someone overhearing
your room number could compromise your
safety or potentially allow someone to
altempt to charge something to your raom
account,

3. If you drive your personal car and plan on
using the hotel's onsite parking garage,
look for a parking space in a well-lit area
and attempt to park as close as possible to
the hotel entrance, lobby, or ground-floor
3CCESS.

4. Regardless if you park in a hotel parking
facility, private municipality, or a contractor-
owned facility, each can pose security and
safely vulnerabilities to the traveler, Pre-
plan and research your parking options/
alternatives. If you must use an off-propeny
parking lot, select a facility that is as close
to your hotel as possible, provides on-site
security, and has enclosed perimeter
prolection.

5. Before leaving your car, check your
surroundings and take notice of anyone
outside of hotel employees hanging around.
Be vigilant at all times. Lock your car and
do not leave any valuables inside.

8. If you must park your car a distance from
the hotel’s entrance, phone the hotel's front
desk and ask a security team member to
meet you in the garage and accompany
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you o the check-in desk.

7. Use valet parking when in doubt. You can
always move the car laler,

8. When asking for 2 duplicate or replacement
key, if hotel personnel fail to ask for
substantiation identification, immediately
ask to speak with the manager on duty and
report the oversight. Your abjective is not
to get the employee in trouble bu to protect
your safety and security.

Arrival at Your Room
Don’t:
1. Enteran elevator if you are alone with
another occupant that seems suspicious.
Wait for another elevator.

2. Go to your room if someaone is following
you and slows or wails for you to proceed
to a specific room. Such individuals may be
waiting for you to open your door and then
rush you and force themselves and you
inside.

3. Open the door to anyone whom you do not
know or are not expecling. If the person
claims to be from the hotel, contact the
front desk first and ask for confirmation.

4. Leave valuables (camera, jewelry,
electronics, elc.) visible, unsecured, and
potentially subject to misuse, destruction,
or possibly theft.

5. Just drop your bags, change, and head for
the beach, meeting, dinner, efc.

Do:
1. Drop your bags.

« Exit your room (take your key!).

+  Find the two exils on your floor. Find the
exit closest to your room. Is it to the left or
right? How far down the hall? Would you
remember and be able to find it in the dark,
crav/ling on the ground te avoid smoke, or
holding a screaming, disorientated child?

«  Check the stairwell exits, Can you re-enter
the flocr once you have exited? How many
floors will you need 1o walk down to get to
sireet level or up to a roof exit?

+ Count the number of doors between your
room and the exits. This will assist you if
you need to evacuate in the dark,

+ Find the fire alarms en your flocr. Each
year, there are an estimated 3,900 hotel
anc motel fires which cause 15 deaths,
100 injuries, and $100 million in property
losses.

2. Check the security locks on your reom
daor. Do they work? Do the doars have
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multiple locks, including a deadbolt? If

not contact the front desk and ask to be
moved to a new reem with working door
safety locks. For added security, consider
purchasing ltems such as a door wedge,
portable door lock, or a travel door alarm.
Such devices are designed to provide
added in-room security and peace of mind.

. Know how to operate the phone so it can

be used effortlessly in an emergency.

This may sound silly. However, not every
phong in every hotel works the same. New
mabile device oplions are springing up at
hotels. Your ability te use the phone in an
emergency warrants asking "how" if the
operation is not logical and simple.

. How do you quickly obtain an outside line

to reach emergency first responders? Is it
zera {0), nine (), or some other method?

. What is the emergency first responder

number which must be dialed? In the

U.S. itis 911, However, this numberis

not the same in all countries. Traveling
internationally, do yeu know the country's
universal emergency telephone number?
{For example: Egypt 123, Hong Keng 999,
UAE 112, France 112, New Zealand 111.)

. Ifatany lime you have a safety or security

concern aboul your room, request a hotel
team member or security personnel to

accompany you to your raom and inspect it.

Leaving Your Room

. Turn on the television (ESPN or a

continuous news station) and set the
volume low but auditable and leave on cne
or two lights.

(a) Apotential intruder will think twice about
atlempting 1o enter if helshe believes there
may be someone in the reom. A light ledt
on means you wen't walk into a dark room
when you return.

. Hang the “Do Not Disturb” sign an your

door. This in combination with No. 1 above
will give the impression someone is in the
room and may dissuade someaone from an
unautherized access attempt.
(b) Tnirty percent of travelers globally and 38
percent from the U.S. frequently adopl this
cautionary methed when traveling.

. Ifthe hotel provides an in-room safe, use

it to store valuable items. If there is no
in-room safe, take valuables to the front
desk and ask that they be secured in
the hotel's safe. Some hotels do provide

individual, safe deposit-like boxes at the
front desk for quest use to store valuables.

Take These Precautions
No Matter the Destination

1. Wash hands often with soap and waler,

2. Because motor vehicle crashes are a
leading cause of injury among travelers,
walk and drive defensively. Avoid travel at
night if possible and always use seat belts,

3. Don't eat or drink dairy preducts unless you
know they have been pasteurized.

4, To avoid acquiring sexually fransmitted
diseases (AIDS, hepalitis B and C,
syphilis) don't have sexual contact with
people whose health status is unknown or
unceriain.

5. Eatonly thoroughly cooked foad or fruits
and vegetables you have peeled yourself,
Remember: boil it, cook it, peel it, or forget
it.

6. Never eat undercooked ground beef and
poultry, raw eggs, and unpasteurized dairy
products, Raw shellfish is particularly
dangerous to persons wha have liver
disease or compromised immune systems,

Summary

Educating all employees, especially
those whose job requires [requent travel
domestically or internationally. on safe
travel procedures creates a safer job envi-
ronment. a more aware employee. helps to
reduce risk to both the employee and the
organization, and contributes to a produc-
tive workplace environment.

Traveling for business or pleasure can
entail certain personal risks, Being pro-
active and preparing voursell” to mitigate
these risks will help to reduce these risks
along with unwanted travel related secu-
rity issues and allow you to focus on the
business at hand or that beautiful occan
sunset,

Safe travels!
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